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EXECUTIVE SUMMARY  
Project Summary 
The project concerns two concepts for naval warfighting: common tactical air picture (CTAP) and 
combat identification (CID). The CTAP process collects, processes, and analyzes data from a vast network 
of sensors, platforms, and decision makers and provides situational awareness to air warfare decision 
makers in a kill chain process. The CID process locates and labels critical airborne objects (as friendly, 
hostile, or neutral) with high precision and efficiency based on a CTAP as part of the core kill chain 
process. The existing methods of CTAP and CID involve wide ranges of participating platforms, such as 
destroyers, cruisers, carriers, fighter attack aircraft and tactical airborne early warning aircraft; 
participating sensors, such as Radar, Forward Looking Infrared (FLIR), Identification Friend or Foe (IFF), 
Precision Participation Location Identifier (PPLI), and National Technical Means (NTM); and 
Participating Networks and Systems, such as the Aegis combat system, Cooperative Engagement 
Capability (CEC), and Link-16.   
 
CID is notoriously a very difficult function, often more art than science process is still very manual, and 
decision makers can experience cognitive overload, so analytics is just one aspect of CID. Challenges in 
the CID process include (1) extremely short time for fusion, decision-making, and targeting; (2) uncertain 
and/or missing data outside sensor (e.g. radar, radio) ranges; (3) manual decision-making; (4) 
heterogeneous data sources for fusion and decision-making; and (5) multiple decision-makers in the loop. 
The CTAP and CID problems can be seen as both Big Data and no data. On one hand, the data used for 
CID comes from a combination of massively cooperative and non-cooperative sensors, organic sensors, 
and non-sensor information (where, typically, each sensor collects certain attributes).  The big CID data 
then needs to be fused over time and space since they are collected in a distributed fashion. On the other 
hand, adversaries often conceal and change their true intentions, therefore rare or no data are observed 
for analyzing anomalous and adversarial behavior.  Therefore, the CTAP, CID, and kill chain problems 
are challenging application areas for analytic, machine learning (ML), or artificial intelligence (AI) 
methods.  
 
In the past, we demonstrated that Big Data techniques and deep analytics can provide potentially useful 
information assisting the CTAP and CID.  Big Data (BD) techniques allow the distributed acquisition and 
fusion of disparate and crucial combat data in real-time or near real-time. This year, we made 
advancements as follows: 
• We investigated specifically the Defense Information Systems Agency (DISA)’s Big Data Platform 
(BDP). BDP is designed for real time processing of Big Data beginning at ingestion and ultimately 
presenting useful data visualizations that may alert decision makers for anomalies.   
• We analyzed the Automatic Dependent Surveillance-Broadcast (ADS-B). ADS-B functions with 
Global Positioning System (GPS) satellite, rather than radar technology, more accurately observe and 
track air traffic. Aircraft equipped with an ADS-B Out transmitter sends position, altitude, heading, 
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ground speed, vertical speed, call sign, and other aircraft information to a network of ground stations 
that relays the information to air traffic controllers and other aircraft. Our work in progress applies 
various Big Data, and deep learning including ML/AI tools to predict if a flight is commercial or 
military. 
 
Keywords: combat identification, Big Data, Dependent Surveillance-Broadcast, pattern recognition, 
anomaly detection, reinforcement learning, virtual airways, DISA’s Big Data platform 
 
Background 
ADS-B functions with GPS satellite, rather than radar technology, more accurately observe and track air 
traffic. Aircraft equipped with an ADS-B Out transmitter sends their position, altitude, heading, ground 
speed, vertical speed, call sign, and other aircraft information to  ground stations that relays the 
information to air traffic controllers and those who have ground ADS-B receivers. Pilots of aircraft 
equipped with a receiver for optional ADS-B receive traffic and meteorological information. Aircraft 
operating in most controlled U.S. airspace must be equipped for ADS-B Out by January 1, 2020[1]. With 
ADS-B operational across the country, pilots in equipped aircraft have access to air traffic services that 
provide a new level of safety, better situational awareness, and more efficient search and rescue. An 
aircraft can be identified by radar transponder identification, friend or foe (IFF) modes such as one, three, 
and five (military). This is done by Line of Sight (LOS) air traffic control ground radar stations. For 
improved (cooperative) surveillance for flight separation and control an aircraft can have an ADS-B Out 
system to broadcast its identification and location from the aircraft’s GPS to LOS receiving ground 
stations and other aircraft (around a 150 mile range). According to International Civil Aviation 
Organization (ICAO), a.k.a, the international “Federal Aviation Administration (FAA)”, states that 
notable outcomes of using ADS-B include a new frequency allocation for space-based ADS-B reception, 
enabling tracking of aircraft globally including remote and polar regions.  
 
Our goal is to build ML/AI models such as Lexical Link Analysis (LLA) and reinforcement learning (RL) 
algorithms to rapidly and accurately classify military and commercial aircrafts based on kinematic 
characteristics[3]. One way investigated is how the track data could be represented as images and fed into 
the deep learning algorithm such as convolutional neural networks (CNN) for high classification accuracy 
[4].  
 
Findings and Conclusions 
Advancement 1: We investigated specifically the DISA’s BDP[5]. BDP is designed for real time processing 
of Big Data beginning at ingestion and ultimately presenting useful data visualizations that may alert 
decision makers for anomalies.  BDP is a complex mix of mostly open source using a variety of 
programing languages. These include PostgreSQL, pgAdmin4 v2, WinSCP, Putty, Apache Maven, Apache 
Spark, Apache Spark SQL, Apache Storm (Kronos), Hadoop, Map reduce, bash and Unix commands, 
yaml and xml files, JSON files, Java files, Querying with JEXL Syntax, GEM prospector, Kafka, RDA 
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Deployer, Accumulo, IronHide (Kibana), git bash, Elastic Search, Zookeeper, Kryolibrary, Citadel, 
NodeJS, Slider, Analytic-Focused Datasets (AFDs), R-Shiny, and Airflow, and soon it will include Zepplin.   
 
Advancement 2: We analyzed the Dependent Surveillance-Broadcast (ADS-B) which will eventually 
provide world-wide kinematic data for commercial and general aviation. ADS-B, broadcasts ID and 
location, and supports separation assurance and traffic flow management according to the FAA Order 
8200.45. ADS-B can be used to establish commercial flight baselines and virtual airways, eliminate 
neutrals as much as possible for CID. We downloaded ~4T ADS-B data (6/2016-7/2017, worldwide every 
minute, 1440 files each day, 6MB each, JSON format). We used the Big Data to train ML/AI models 
capable of discovering patterns, rules, and anomalies; predicting CID and aircraft types using kinematic 
characteristics; and performing reinforcement learning and adaptation based on reward feedback. The 
methodologies about advancements are documented in the paper [3-5].  
 
Recommendations for Further Research 
We are applying the methods developed to build a demonstration on a realistic data such as re-
construction and re-play the tracks from a Collaborative Engagement Capability (CEC) exercise event to 
demonstrate reinforcement learning, online learning, and adaptation.  
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